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GDPR Chapter V (Articles 44-49): Transfer of personal data to third countries requires

adequacy decision, appropriate safeguards, or binding corporate rules.

Article 83: Infringements subject to fines up to 20,000,000 EUR or 4% of worldwide

annual turnover.

EO 14117

Executive Order 14117 — Preventing Access to Americans' Bulk Sensitive Personal
Data by Countries of Concern: Prohibits or restricts U.S. persons from engaging in
transactions that involve bulk sensitive personal data (including precise geolocation,
biometric identifiers, human genomic data, personal health data, personal financial data,
and covered personal identifiers) with countries of concern (China, Russia, North Korea,

Iran, Cuba, Venezuela).



DOJ regulations define prohibited and restricted transactions, including data brokerage,

vendor agreements, and investment-related data access.
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ePrivacy Directive Article 5(3): Storing or accessing information on user terminal

equipment requires consent with clear and comprehensive information.

GDPR Article 7: Consent must be freely given, specific, informed and unambiguous.

EO 14117

EO 14117: Cookies and tracking technologies that collect or transmit covered personal
identifiers to countries of concern may constitute covered data transactions requiring

compliance review.
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GDPR Article 32: Controller and processor shall implement appropriate technical and
organisational measures to ensure a level of security appropriate to the risk, including

encryption.

EO 14117

EO 14117: Covered entities must implement reasonable security measures to protect
bulk sensitive personal data from unauthorized access. Data security failures involving

covered data with exposure to countries of concern may trigger enhanced enforcement.
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GDPR Article 5(1)(c): Personal data shall be adequate, relevant and limited to what is
necessary (data minimisation).

Article 9: Special categories of personal data shall be prohibited unless explicit consent
is given.

EO 14117

EO 14117: Covered data categories include precise geolocation data, biometric
identifiers, human genomic data, personal health data, personal financial data, and

covered personal identifiers (government IDs, contact information, device identifiers).
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GDPR Article 5(1)(c): Personal data shall be adequate, relevant and limited to what is
necessary (data minimisation).
Article 9: Special categories of personal data shall be prohibited unless explicit consent

is given.

EO 14117

EO 14117: Covered data categories include precise geolocation data, biometric
identifiers, human genomic data, personal health data, personal financial data, and

covered personal identifiers (government IDs, contact information, device identifiers).
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